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Abstract

I am apply ing fo r a grant to rew r ite the minted package fo r syntax hi ghli ghting to add tw o
fe atu res: (1) eli minate existing \ShellEscape secur ity issu es, which wi ll allow minted to be
used safel y wi th restr icte d \write18, and (2) usi ng the rev ised archi te ctu re req u ired to address
\ShellEscape, all ow minted to be extended u sing Pytho n in additi on to LATEX macros, which
wi ll make it simple to implement many new features.

minted over view and secur ity vulnerabi lities

The minted package fo r syntax hi ghli ghting of compu te r code w as or iginal ly created by Konrad
Ru dolph in 20 09 . It save s the compu ter code in a \mintinline command or minted environment
to a te mpo rar y file, invokes the pygmentize u ti li ty vi a \ShellEscape to create a syntax-highl ighted
versio n in LATEX fo r mat, and then inser ts the result vi a \input.

I to ok over maintenance and develo pme nt of minted in 20 13 . I was develo ping the pythontex
package at the ti me, and as par t of this was already usi ng the Py gments li brar y and wo rking on
improving compu ter code ty pesetting. I have fo cused on enhancing the code ty pesetting aspect
of minted. In 20 16 , I moved several improvements in minted ty pesetting into the ne w package
fvextra, which extends fancyvrb by addi ng features such as li ne breaking and more ro bust verbatim
commands. I have also made some improve ments to the \ShellEscape and pygmentize side of
minted, pr imar il y by adding caching of hi ghli ghted code.

Li ke many package s u sing \ShellEscape, minted has alw ays had secur ity vu lnerabil ities.
It requ ires r u nning LATEX wi th the -shell-escape command-li ne opti on, which enabl es u nre -
str icte d \write18 (\ShellEscape). A document usi ng minted can contain compl etely u nrel ated
\ShellEscape commands, such as \ShellEscape{\detokenize{rm -rf *}}.

In its curre nt fo r m, minted is inco mpatible wi th restr icte d she ll escape, which all ow s shel l escape
only fo r a spe cific li st of tr u sted executabl es and li mits the fo r m of commands. The pygmentize
commands are no t of the correct for m (thou gh this coul d be modified), and minted currently rel ies
on rm or del to clean u p its te mpo rar y files. (Se e minted issu e #2 71 fo r addi ti onal detai ls.) Even if
this w as modified to wo rk wi th restr icte d she ll escape, secur ity issu es w ou ld remai n. pygmentize
allows custom lexer s (langu age defini tions) to be spe cified fo r langu age s that are no t suppor te d
wi th bui lt-in lexer s. Le xers are implemented in Pytho n, which means that u sing a custom le xer is
equ ivalent to executing arbitrar y code. So even if minted used pygmentize in a manner compatible
wi th restr icte d she ll escape, a document coul d simply incl ude a file lexer.py and spe cify it as a
custo m lexer to execute arbitrar y code.
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Maki ng minted saf e for restr icted \write18

I pro pose to create a new Py thon executabl e, per haps minted.py, that w orks wi th the Pygments
li brar y directl y, by passing the pygmentize executabl e bundled wi th Py gme nts. A ne w minted
executabl e can be designed in a manner that is compatible wi th restr icte d she ll escape. A custom
executabl e wi ll also enabl e minted to be extended u sing Pytho n rather than only LATEX macros.

The minted executabl e wi ll have the fo ll owi ng proper ti es:

• Simple command s: Commands of the fo r m pygmentize <options> <code_file> are cur-
rently u sed by minted. These are difficu lt to wo rk w ith from a LATEX perspective, becau se
LATEX te xt must be properl y escaped/expande d/de to kenized to assembl e <options>, and
then <options> must be escaped yet agai n in a platfor m-dependent manner to make it
compatible wi th the she ll . From a secur ity perspective, <options> involves mixing code
execution wi th data, and any errors in validati ng <options> in a cross- platfor m, cross- shel l
manner may resul t in arbitrar y code execution. I pro pose u sing something simpler li ke
minted <file>.

• Sep ar ation of cod e execu tion and data: Instead of the minted executabl e rece iv ing opti ons
from the command li ne, it wi ll receive both opti ons and the compu te r code to be highli ghted
from a file, li ke minted <file>. LATEX wi ll wr ite opti ons and the compu ter code to <file>
usi ng a key-valu e data ser iali zation fo r mat. The minted executabl e w il l then read this data,
process the compu te r code wi th the Pygments li brar y, and save the highli ghted code in LATEX
fo r mat fo r \input.

• Saf e handling of cu stom lexers: Custom lexer s can be u sed in tw o way s. A custom le xer that is
wr itten as a Py thon package can be install ed, and then is avai lable to Py gme nts automaticall y.
Thi s presents no secur ity issu es, becau se the u ser choo ses to install the le xer. A custo m lexer
can also be u sed by speci fying a path to a Pytho n file. This is the probl emati c case, becau se
a document coul d simply incl ude a Py thon file wi th arbitrar y code, and then speci fy it as a
custo m le xer. I plan to disable loading custom lexer s from a path and encou raging custom
lexer s to be bundled as Py thon package s.

I also anticipate suppor ti ng a configuratio n file, per haps in the u ser’s home directo r y, that
enabl es lo ading custom lexer s from a path. Thi s coul d li mit custom lexer s to spe cified
cr yptographic hashes. Any configuration file w il l be in a locati on no t w r iteable by LATEX,
ou tsi de the document directo r y, so that documents canno t incl u de minted configuration files
or other wi se set their own secur ity leve ls.

The LATEX par t of the minted package wi ll ne ed minimal modification to wo rk wi th the ou tpu t of
a new minted executabl e, since the executabl e wi ll generate hi ghli ghted compu ter code in the same
fo r mat currently produ ced by pygmentize. I anticipate a fe w minor changes to improve LATEX error
messages.

The LATEX par t of the minted package wi ll ne ed exte nsi ve modification to provide inpu t to the
ne w minted executabl e vi a ser iali zed data rather than command-li ne opti ons. This wi ll requ ire
modifications to opti on handling and ne w LATEX macros to ser iali ze data and then wr ite it verbatim
to a temporar y file.

Over the years, minted has had a ser ies of issu es related to package opti ons that are no t cor-
rectl y deto keni zed or escaped fo r the she ll . Some of these were only resolved in the most recent
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rele ase, versio n 2. 7. (And then the fix broke several she ll hacks that user s had develo ped to add
unsuppor ted fu nctional ity! ) minted has also had issu es re lated to incl u ding exter nal code from file
paths containi ng spaces, or paths involvi ng a leading ti lde or shel l var iables. Thi s entire categor y of
bugs sho ul d be per manentl y eli minated by the move to ser ial ized data.

Extend ing minted with P ython

Currentl y, minted only u ses Py thon to per fo r m syntax highli ghting, vi a pygmentize. Adding a
minted executabl e wi ll all ow fo r more of minted to be implemented in Pytho n rathe r than LATEX
macros, making possible many ne w capabili ti es. Se veral ne w capabili ti es wi ll be implemented as
par t of the new Py thon executabl e, incl udi ng the fo ll owi ng:

• Inclu di ng par t of an exter nal file based on a regular expression, or star ting/end ing delim-
iter s. This has been requ este d fo r years. A Py thon implementati on w il l be tr iv ial , whereas a
LATEX implementati on (ou tsi de Lu aTeX plus a fu ll regex li brar y ) wo u ld be difficu lt and li mited
by the capabili ti es of something li ke l3regex.

• Offi cial suppor t for cu stom lexer s specified via path. Cu rrently, custo m lexer s spe cified vi a
path (that is, no t install ed as a Py thon package ) are not suppor te d. Use rs have develo ped a
nu mber of hacks over the years to add suppor t, but these have often broken as I have grad-
ual ly improved \ShellEscape qu oting and other par ts of the package. Due to the secur ity
consideratio ns related to custo m lexer s (discussed earli er), they w ou ld not be suppor ted by
defau lt. They wo ul d be enabl ed vi a a configuration file ou tsi de the document directo r y, li kely
wi th an opti on to restr ict per mitted lexer s vi a cr y ptographic hash.

• Includ ing exter nal files when file path s include spaces, leading tildes, or shell var iables.
Proper path qu oting and expansion is a lo ngstandi ng issu e. Movi ng from command-li ne
opti ons to ser iali zed data sho u ld per manentl y el iminate this class of issu es whil e provi ding
more flexibil ity.

The fo ll owing li st of capabili ti es are no t planned as par t of this proposal (so that the reque ste d
grant amount is smaller), but are exampl es of the ty pes of fe atu res that become possi ble wi th a
minted executabl e.

• Imp rovi ng P ygments features like escapeinside. The escapeinside opti on all ow s com-
puter code between tw o designate d characte rs to be treated as LATEX rather than compu te r
code. It is u sefu l fo r inser ti ng things li ke LATEX symbol s or math sni ppets. The current Py g-
ments implementati on is fragil e and can fai l to behave as expected depending on the detai ls
of a le xer’s to keni zation. A minted executabl e wo u ld prov ide a locati on fo r exper imenti ng wi th
alter native implementati ons of fe atu res li ke escapeinside ou tsi de the Py gments codebase.

• Other h ighligh ting libr ar ies. minted only u ses Py gments to provide code highli ghting. A
minted executabl e wo u ld all ow other Py thon li brar ies and per haps other programs to be u sed
instead. For exampl e, Pando c incl u des bui lt-i n suppor t for expor ting hi ghli ghted compu ter
code in LATEX fo r mat. A minted executabl e coul d r u n Pandoc in a subproce ss to obtai n the
hi ghli ghted code, then per fo r m any desired postpro cessi ng. Because Pandoc can read from
stdin and wr ite to stdou t, this sho ul d be possible wi thou t introducing any addi ti onal secur ity
considerations.
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• Sep ar ating hi ghlighting from compi ling. Cu rrently, minted hi ghli ghts code dur ing a singl e
compi le, u sing \ShellEscape to process each u ncached sni ppet of compu te r code. An alter-
native wo ul d be to coll ect all code sni ppets in a data file dur ing compi li ng, then process this
data, and finall y \input the highli ghted code dur ing a second compi le. This coul d result in
much better per fo r mance fo r a lo ng document that is only bui lt once or has no existing cache,
since it remove s the over he ad of star ti ng mul tipl e she ll s and mul ti ple pygmentize instances.
A minted executabl e sho ul d make implementing such capabili ti es a logical exte nsi on of the
ne w architecture.
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