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SOFTWARE QUESTIONNAIRE

 (This questionnaire should be completed by the manufacturer of the product. Supplementary sheets may be added to elaborate on the answers and how the product meets the criteria)

Part I - Product Basic Information

a) Name of the Manufacturer and their URL (indicate if internally developed by an ExxonMobil affiliate) : _________________________________________________________________________________  

b) Name and version of Software Application: ______________________________________________

c) ECCN: _______________ CCATS/ERN: ________________________________(e.g., 5D992, EAR99...)
d) Authorization Type: ________________________________________ (e.g., NLR, ENC, Mass Market
...) 
e) Indicate which documents attached with this questionnaire

 FORMCHECKBOX 
 Brochure
 FORMCHECKBOX 
  Data sheet / Technical specifications
 FORMCHECKBOX 
 CCATS
 FORMCHECKBOX 
 ERN and/or Annual Self Classification Report 
 FORMCHECKBOX 
 Other (please specify) ________________________________________________________________________________
Note: 
ECCN - Export Controls Classification Number

CCATS - Commodity Classification Automated Tracking System number

ERN - Encryption Registration Number

If ECCN is NOT provided, please complete the questionnaire below
Part II – Software Information
Q.1 Identify which of the following categories apply to your company's software
 FORMCHECKBOX 
 Operating systems


 FORMCHECKBOX 
 Applications



 FORMCHECKBOX 
 Source code

 FORMCHECKBOX 
 Components (i.e., toolkits, executable or linkable modules, libraries, development kits)
· Reference the application for which they are used in, if known __________________________________
· Reference the application programming interface (API), if known _______________________________

 FORMCHECKBOX 
 Network infrastructure software (includes operations, administration, management and provisioning)
 FORMCHECKBOX 
 Other, please describe _______________________________________________________________
Q.2 Describe the product's primary function or set of functions

Q.3 Describe the security features of the product
Q.4 Is the software designed for development, production, or use of specific equipment or contain a database?
 FORMCHECKBOX 
YES 
 FORMCHECKBOX 
NO
If YES, what are the equipment/database name and its ECCN? ________________________________

-
If the equipment / database does not have the ECCN, reference the following categories apply to it
	 FORMCHECKBOX 
 Nuclear, arms, and military

 FORMCHECKBOX 
 Materials, Chemicals, Microorganisms and Toxins

 FORMCHECKBOX 
 Materials Processing (e.g., bearings, valves, piping...)

 FORMCHECKBOX 
 Electronics (e.g., circuits, digital instruments ...)

 FORMCHECKBOX 
 Computers
 FORMCHECKBOX 
 Telecommunications

	 FORMCHECKBOX 
 Information Security

 FORMCHECKBOX 
 Sensors and Lasers

 FORMCHECKBOX 
 Navigation and Avionics

 FORMCHECKBOX 
 Marine

 FORMCHECKBOX 
 Propulsion Systems and Space Vehicles

 FORMCHECKBOX 
 Other, please specify __________________________


Part III – Cryptography
Q. Is the software designed to use cryptography or does it contain cryptography?
 FORMCHECKBOX 
YES
 FORMCHECKBOX 
NO

If YES, describe the cryptographic functionality, included the provided third-party components

a. Classification  

 FORMCHECKBOX 
 International standard, and it is ______(e.g., RSA, Diffie-Hellman over Z/pZ, Diffie-Hellman over an elliptic curve)
 FORMCHECKBOX 
 Proprietary / unpublished / non-standard

b. Key management size in bits ________________________________________________(e.g., 56 bits, 112 bits, 512 bits)
c. Algorithms (e.g., symmetric, asymmetric) / protocols (e.g., IEE 802.11, Telnet) / modes (e.g., SSL, cipher feedback mode) _______________________________________________________________________________________________

d. Can the user modify   FORMCHECKBOX 
 encryption algorithms           FORMCHECKBOX 
 key management           FORMCHECKBOX 
 key space
e. Describe how the encryption is used (including relevant parameters, inputs, and settings, if possible) and the categories of encrypted data (e.g., copyright protection, license management, intellectual property, authentication, stored data, communication...)  _________________________________________________________________________________ 
f. Describe the cryptographic interface if incorporated _______________________________________________________
g. Describe the encryption-related Application Programming Interfaces (APIs) that are implemented and/or supported (if there is a general programming interface to the component) ________________________________________________
h. If using Java byte code, describe the techniques (including obfuscation, private access modifiers or final classes) that are used to protect against decompilation and misuse _________________________________________________________
Part IV – Source Code
Q. Is any “encryption source code” being provided (shipped or bundled) as part of this offering?  FORMCHECKBOX 
YES  FORMCHECKBOX 
NO
If YES, is it
 FORMCHECKBOX 
 publicly available source code, unchanged from the code obtained from an open source web site. 
Please provide the URL _____________________________________________________________________________
 FORMCHECKBOX 
 proprietary source code
Part V – Declaration
I declare to the best of my knowledge and belief the information given above is true and correct.

	Name: ____________________________________

Company: _________________________________

Phone: ____________________________________

Date: _____________________________________
	Signature: _________________________________

Position: __________________________________

Email: ____________________________________


Return Questionnaire To:

	Via U.S. Mail:



	Via E-mail (signature page must follow by mail):




� "Mass Market" encryption software that meets all of the following criteria


Generally available to the public by being sold, without restriction, from stock at retail selling points by means of any of the following:


Over-the-counter transactions;


Mail order transactions;


Electronic transactions; or


Telephone call transactions;


The cryptographic functionality cannot be easily changed by the user;


Designed for installation by the user without further substantial support by the supplier; and 


When necessary, details of the items are accessible and will be provided, upon request, to the appropriate authority in the exporter's country in order to ascertain compliance with conditions described in paragraphs (a) through (c) of this note.
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